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SCHOOL E-SAFETY POLICY
2024-2025

Scope of School E-Safety Policy:

1. Through the school E-Safety policy, school administration aims to meet the obligations to ensure that all
stakeholders and visitors are protected from potential harm that may occur through internet and electronic media.

2. This policy is the result of a review of several existing policies and is to be considered in conjunction with the
following policies:

School Wellbeing Policy

School Safeguarding Policy

School Child Protection Policy

School Anti — Bullying Policy

Acceptable ICT Use Policy

Health and Safety Policy
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3. This policy will apply to all members of the school community who have access to the school technology, school
data, network and devices.

Aim of School E-Safety Policy:

1. To protect the school community from illegal, inappropriate and harmful content or contact via internet;
2. To educate the school community about the access and use of technology;
3. To establish strategies to identify, intervene and escalate incidents as and when reported;

Roles and Responsibilities:

1. Principal and Senior Leadership Team

1.1.1. Principal has assigned E-Safety coordinator from the Senior Leadership Team who is trained and aware
of the relevant school policies and procedures to be followed and who will train other staff members to
build effective e-safety network within school.

1.1.2. Principal along with senior leadership team ensures that there is a system in place to monitor and
support those who are given responsibilities at different school levels to monitor E-Safety.

1.1.3. Principal and SLT attend and also ensure the attendance of required staff members in e-safety
workshops and sessions conducted by local authorities.

1.1.4. Principal along with SLT will ensure whether the school e-safety policy is aligned with e-safety
evaluation framework.

1.1.5. Principal along with SLT will ensure compliance with school policies, which have direct influence on E-
safety procedures viz. Child Protection, Safeguarding, Anti-Bullying and Health and Safety policies.

1.1.6. Principal and SLT ensure the availability and accountability of respective staff-members to provide
support, encouragement, and guidance to parents, students and school community, when needed.

1.1.7. Principal and SLT evaluate the impact of relevant e-safety procedures and practices through periodic
surveys for all and ensure the amendments of appropriate initiatives for the improvement.
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E-Safety Coordinator

2.1.1. Assistant Principal manages the role of school e-safety coordinator.

2.1.2.E-Safety coordinator forms an e-safety Team which will comprise of staff and student council
members at different levels.

2.1.3.E-Safety coordinator creates an e-safety policy with clear aim and objectives and ensure the e-safety
policy has links with Child Protection, Safeguarding, Anti-Bullying and Health and Safety policies.

2.1.4.E-Safety coordinator ensures that the School e-safety policy is aligned with e-safety evaluation
framework

2.1.5.E-Safety coordinator communicate the aim and objectives of the e-safety to team and assign specific
roles and responsibilities in respective areas.

2.1.6.E- Safety coordinator sets effective e-safety procedures in discussion with the e-safety team.

2.1.7.E- Safety coordinator ensures the accountability of the respective E-safety team members

2.1.8.E- Safety coordinator set effective monitoring and reporting systems to get best impact of the e-safety
procedures.

2.1.9.E- Safety coordinator evaluates the requirements of physical e-safety infrastructure as per the e-safety
evaluation standards and provide feedback and suggestions to the Principal

2.1.10. Takes day to day responsibility of e-safety issues in school and provide guidance to respective E-safety
team members to resolve the same.

2.1.11. Liaises with SPEA/relevant local authorities.

2.1.12. Receives reports of e-safety incidents and maintains a log which will be used during policy review
meetings.

2.1.13. Ensures e-safety awareness among school community through workshops, circulars etc.

2.1.14. Attends and also ensure the attendance of required staff members in trainings/workshops related to
e-safety and technology to remain updated.

2.1.15. Take a lead in all e-safety internal and external inspections by conducting informative sessions for staff,
planning, assigning roles and responsibilities to middle managers and documenting required reports and
evidences

2.1.16. Prepares a realistic e-safety self- evaluation in discussion with E-safety team and SLT

E-Safety Team

3.1. E-Safety team supports in implementing all e-safety plans in school.

3.2. E-Safety team members are accountable for the responsibilities assigned through the effective implement
the e-safety procedures and monitoring.

3.3. E-safety team prepare the observation schedule for allotted grades/sections to observe the online
communication of students and staff on the school online education platform/s

3.4. E-Safety team maintain the record of incidents and support provided in respective assigned areas

3.5. E-Safety team provide weekly report to E-Safety Coordinator or report to E-Safety coordinator about
matters related to e-safety immediately in case on emergency.
3.6. E-Safety team gets involved in weekly meetings lead by the E-Safety Coordinator to discuss the weekly
outcomes/concerns received form all stakeholders
3.7. E-Safety team provide suggestions to E-Safety Coordinator based on the feedback received from
stakeholders
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4. IT Department

4.1. Ensures that the physical infrastructure e- safety requirements are aligned with e-safety evaluation
standards pertaining to ‘Infrastructure’

4.2. Provide an awareness session to staff about the various e-security systems installed to get e-secure in
infrastructure

4.3. Ensures that the school network is secure and not open for public to access.

4.4. Ensures that log-in credentials of students, staff and parents are communicated by maintaining
confidentiality

4.5. Ensure the regular checking of School Social media posts

4.6. Ensures all software and systems are upgraded on timely basis.

4.7. Monitors use of internet and emails over school’s network.

4.8. Keep updating the privacy setting of the school server

4.9. Keeps a close check on member access like staff email, parent portal, and school system software.

4.10. Ensures appropriate security measures are in place to protect the servers, firewalls, routers, wireless
systems, work stations, mobile devices etc. from accidental or malicious attempts which might threaten the
security of the school systems and data. These are tested regularly. The school infrastructure and individual
workstations are protected by up-to-date virus software.

5. Students

5.1. Read, understand and abide by the e-safety policy and procedures

5.2. E-safety Prefects in Student Council help in reporting the incident of respective grades

5.3. Student awareness on bullying, safeguarding, cyber safety etc. is an ongoing process in school through
presentations, workshops, videos etc.

5.4. Students have the provision to report any form of safety concern via the safeguarding form. Section
Supervisors conduct online student meetings where important school policies of well-being and safeguarding
are discussed.

5.5. E-Safety is merged as a part of curriculum and daily activities to make students aware and alert while
learning.

5.6. Student council and grade council meetings are held where students can raise and reach out their concerns if
any.

5.7. Surveys conducted further help to understand the feedback and understanding of students on important
areas of safety.

5.8. To act responsibly and with integrity on the school’s Online Learning platforms (including no editing or
inappropriate sharing of any material)

6. Parents

6.1. Attends trainings/workshops/orientations related to e-safety and technology provided by school or
otherwise to remain updated.

6.2. Read, understand and abide by the e-safety policy and the policies which are linked with the e-safety policy
viz. the school child protection, anti-bullying and safeguarding policy.

6.3. Provide secure devices/system for learners in homes (or anywhere else) in terms of antivirus, up to date
device settings, filtering websites and parental control settings.

6.4. provide general atmosphere, where the parent can monitor the activities of the child specially while using a
webcam

6.5. Support the school to implement this policy.

6.6. Promote responsible behavior in their children

6.7. To talk to their children and always remind them to report if they are being bullied, troubled or feeling
unsafe.
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6.8. Parents should provide feedback on any e-safety concerns/suggestions through
Surveys conducted by the school.6.8.1
() 6.8.2Parents can approach the school e-safety Coordinator through email
() 6.8.3Phone call or personal appointment with e-safety Coordinator

7. School Staff

7.1. All school staff are obliged to be thorough with e-safety policy and the policies which are linked with the
e-safety policy viz. the school child protection, anti-bullying and safeguarding policy.

7.2. Teachers must provide time to time information to students regarding the reporting line in case of any
incident related to e-safety

7.3. Any staff who notices any concern about student’s welfare or safety in accordance to this policy has a
responsibility to report to respective e-safety team members, which further reports it to the E-Safety
Coordinator immediately.

7.4. Staff will not share any passwords or details related to school network or devices with anyone who is not
associated with school.

7.5. Staff participate in all awareness sessions related to safeguarding and e-safety conducted by SLT and local
authorities.

7.6. Academic staff will keep updating students on e-safety measure, how to report incidents etc. at regular
intervals.

7.7. Section Supervisors along with Social Worker will conduct workshops, events etc. to reach out to students
for e-safety.

7.8. Staff surveys help to get an exact idea about where further improvement is required.

7.9. Attend trainings/workshops related to e-safety and technology to remain updated.

MS. JESSICA MARY GRIFFIN
The School Principal
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